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[Contributions to Research & Industry} [ DVFS Hardware/Software Support ] [Conﬁdentiality Attack: AES Key Inference]
- New attack vector that exploits energy management Dynamic Voltage and Frequency Scaling (DVFES) Attack: Infer secret AES key stored in Trustzone
- Practical attack on trusted computed on ARM devices Operating frequency and voltage can be configured via Key idea: Induce a fault at runtime during AES decryption
- Impact hundred of millions of deployed devices MeEMOory- mapped I”GngtGI”S from softvvare — Infer key from a pair of correct and faulty AES output
- Call-to-action for existing and future energy ——4{ 28 \ . Trustzone Norral
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Root cause: Multiple security-oblivious design issues Regulat operate across secunty boundaries Key idea: Inject fault at runtime during RSA decryption
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