
Heisenbyte: Thwarting Memory Disclosure Attacks
using Destructive Code Reads

⁃ Dynamic code reuse attacks assemble exploit 
payload at runtime using memory disclosure attacks.

⁃ Existing works require source code, or do not 
support JIT code.

⁃ Disassembly of binaries is incomplete.
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Tolerates*discovery*of*code*reuse*gadgets,*but%%
prevents*them*from*being*used*as*intended*

Extends*the*benefits*of*executeIonly*memory*to**
closed*source*COTS*binaries,*especially*on*Windows*

Our*Inspira/on*

Werner%Heisenberg,%in%1933%
(German%theore6cal%physicist)%
%

Image*credits:*Wikipedia*

Observer*Effect:**
*“The*act*of*observing*a*system*inevitably*changes**
***the*state*of*the*system.”*

HEISENBYTE’s*destruc/ve*code*reads:*
*“Reading*executable*memory*changes*the* ****

**********executable*state*of*the*read*memory.”*

Execu/ng*memory*aRer*reading*it*yields**
unpredictable*behavior*

2/21*

Memory Overhead

Evalua/on*–*Execu/on*Overhead*
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Virtualization
Destructive Code Reads

*****************Virtualiza/on*avg*overhead:**~1.8%*
Destruc/ve*code*reads*avg*overhead:**~16.5%*

Run/me*Overhead*(%)*
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Evalua/on*–*Memory*Overhead*
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Peak*RSS*memory*avg*overhead:**~0.8%*

Peak*Resident*Set*Size*(RSS)*Memory*Overhead*(%)*
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Evalua/on*I*Security*

HEISENBYTE*corrupts*code*with*debug*trap*code*0xCC 
*
CraRed*dynamic*code*reuse*exploits*and*monitor*for*

*invoked*debug*trap*
*

*(1)*Dynamic*code*
•  SelfIinjected*bug*in*toy*program*that*mimics*the*crea/on*

of*a*JIT*code*buffer*
*

*(2)*Sta/c*code*
•  CVEI2013I2551:*Internet*Explorer*Bug*

Exploits*on*both*sta/c*programs*and*dynamic*JIT*code*
triggered*debug*traps*
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Heisenbyte

.reloc

Relocated
data

.reloc

Original 
program 
binary

EPT

Rewritten
binary

Offline Analysis

Static 
binary 

rewriter

Guest mode
component

Host mode
component

Guest page 
tables

Guest 
Kernel

Host

Guest 
User

Loaded
application

Live Target System

IDA 
Pro

MMU

94 C3 00 00
00 30 00 00
...
33 C0 
FF 24 85
00 01 00 00

0x100:
0x104:
... :

0x200:
0x202:

jmp 0x100[eax*4]

Instruction 
Pipeline

PhysMem

CPU

1

2

3

94 C3 00 00
00 30 00 00
...
33 C0 
FF 24 85
00 01 00 00

Memory marked as 
execute-only

MMU

FF C3 00 00
00 30 00 00
...
33 C0 
FF 24 85
00 01 00 00

0x100:
0x104:
... :

0x200:
0x202:

CPU
4

94 C3 00 00
00 30 00 00
...
33 C0 
FF 24 85
00 01 00 00

MMU

FF C3 00 00
00 30 00 00
...
33 C0 
FF 24 85
00 01 00 00

0x100:
0x104:
... :

0x200:
0x202:

CPU

5

94 C3 00 00
00 30 00 00
...
33 C0 
FF 24 85
00 01 00 00

0x1100:
0x1104:

... :
0x1200:
0x1202:

6

FF FF

(a) Memory read of execute-only memory detected (b) Destructively read executable memory (c) Shellcode uses executable memory read earlier
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(c) data reads into the executable memory
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