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loday's systems cannot exist without
Energy Management

power density
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Source: Adapted from S. Borkar (Intel)



loday's systems cannot exist without
Energy Management

Industry

Snapdragon 820 Consumes 30% Less Power’

Power Consumption Trend

Normalized Real Life Usaae

Enhanced Tuning/Overclocking on 4th Gen
Intel® Core™ Processors

PN A Pas PN

New Power Management Capabilities

Increase core Per Core P-States (PCPS)

ratios via Turbo 2 _3e 3
e * Allows cores to run at individual frequency/voltage

- Energy Efficient Turbo Mode (EET)
* Core throughput / stall behavior monitored
* Core frequency is increased only if it is energy efficient

. lsg c?;:(ot;kpt;: Uncore Voltage/Frequency Scaling (UFS)

platform * Nehalem: Core could turbo up, Uncore at fixed frequency 2 4 6 8 10 R

* Improve your ab * Sandy Bridge: Core and Uncore turbo up/down together Core #

indep VAL : i
independently r = Haswell: Each Core & Uncore treated independently

- Core-Bound Applications: Drive Core frequency higher without needing to increase Uncore
- LLC/Memory-Bound Applications: Drive Uncore frequency higher without burning core power

Academia

voltage

power
energy

Source: Word-cloud from ISCA, ASPLOS, MICRO, HPCA (2000 - 2016)
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stay secure W|th
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cxploiting software interfaces to
Energy Management

Software-based Stretch

| o Induce faults
attacker operational lImits

77 key

decryption
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voltage



cxploiting software interfaces to
Energy Management
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CLKSCREW: Exposing the perils of securrty-oblivious
Energy Management

New attack vector that exploits energy management
Practical attack on trusted computing on ARM devices
Impacts hundreds of millions of deployed devices

Lessons for future energy management designs to be security-conscious



l. DVFS and
Regulators




Dynamic Voltage and Frequency Scaling (DVFS)
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Hardware & Software Support for DVFS
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Hardware Regulators and Software Interfaces
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Operating frequency and voltage can be configurec
via memory-mapped registers from software




Do hardware regulators impose limits
to frequency/voltage changes!



Frequency / Voltage Operatlng Pomt Palrs (OPPs)
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Frequency / Voltage Operatlng Pomt Palrs (OPPs)
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Frequency (GHZz)
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Does DVFS operate across security boundaries!

Trusted Execution Environments (TEE)




s DVFS Trustzone-Aware! No!
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, | Frequency and voltage changes
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,( ‘ Freq uency & Voltage Regulato

== Hardware-enforced isolation

== Regulator HW-SWV interface




" |I.The CLKSCREW
Attack



Can we attack Trustzone code execution
using software-only control of the regulators?



Induce timing faults

confidentiality
integrity
avaHapTty



How do faults occur (due to over—ralsmg frequency)7

CLK signal

input _|flip-flopf — | ﬂ'P ~_output
1 mput , 1 %{ utput - o J fI’ L
;*i




How do faults occur (due to over—ralsmg frequency)7
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input __|flip- —
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How do faults occur (due to over-raising frequency)?
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cxpected: ... a777511b ...

-aulty output: ... a7775151 ...



CLKSCREW Challenges & Solutlons
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# | Regulator operating limits
#/: Self-containment within same device

# 3. Noisy complex OS environment

#H4: Precise timing

#5: Fine-grained timing resolution



CLKSCREW Challenges & Solutlons
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Addressed earlier in DVFS regulators
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CLKSCREW Challenges & Solutlons
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CLKSCREW Challenges & Solutions
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Core pinning

Disable interrupts during attack

code execution
to Iinject fault

| victim >
i thread
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]
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' thread
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CLKSCREW Challenges & Solutlons

~|,100,000,000,000 clock cycles
A
~ ™~
Victim thread

§ ~65,000 clock cycles
T e ____ e e Ay aQ:j;}:::W,
wasm volatile ("1l: subs %0, %0, #1 \n" H
| bhi 1b \n ::"r" (loops)); L

- #4: Precise timing . High-precision timing loops in attack

' . architecture

#5 Fine-grained timing resolution . Cache-based execution timing profiling

v
---------------------------------------------------------------------------------------------------------------------



Il Attacking ARM N
Trustzone



Subvertlng Trustzone Isolatlon W|th CLKSCREW
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(More deta//s in the baper.. )
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Key Inference Attack Summary

[dea: \nc uce a fau\t curmg the AES cecryaﬂon
Infer key from a pair of correct and faulty plaintext
| rustzone Normal
| 1 correct _
| a‘ - ﬁ .plaintext
Correct | &L—>[ ), (
secretAES TN § ciphertext |£ | |
| key decryption 5 11 Differential < eicr:et
S Fault Analysis [17 key
‘ Trustzone Normal
| LKGSCREN e — p . fau
secret AFES ~ . |

| key decryption 1{

I — : : —

— — i - — S— = — —— — _ I I i

[ 1] Tunstall et al. Differential Fault Analysis of the Advanced Encrypt/on Standard using a@ Smgle Fault. In IFIP International Workshop on Information Security Theory and Practices (201 1).



Key Inference Attack CLKSCREW Parameters

e — S aMHrA _  —

High frequency: 3.69GHz

Low frequency: 2.6 GHZz

one-byte

3ase voltage:  [.055V

e —— —_——— =
— e ——————— P
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Fault Injection duration:
680 no-op loops (~39 usec)

fault to the /th At

B B

Differential Fault Analysis needs CLKSCREW to deliver a

-S round



Key Inference Attack Tlmlng Profllng

. T — -
e e e I ———— -_— ——— e e — = S —_— — = = = s

Execution timing of Trustzone code can be profiled with
hardware cycle counters that are accessible outside of lrustzone




Key Inference Attack Tlmlng Profllng
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How varied Is the execution timing of the victim decryption app?

Victim AES Thread
le—-5 | | | |

@)

+ o

N

Normalized frequency
W

—

| hn.u_ J

8.0 05 10 15720 25 3.0
Execution time (in clock cycles) 1€°

Not too much variabllity in terms of execution time



Key Inference Attack Tlmlng Profllng
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Can we effectively control the timing of the fault delivery with no-op loops?

Attack Thread
1eb5 | | |

CCNT y1aer (IN clock cycles)
=) w H U1 O N 00 O
=

0 15 20 25 3.0 3.5 4.0
# of pre-fault delay loops, Fui

Number of no-op loops Is a good proxy to control timing of fault delivery



Key Inference Attack Fault Model
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Our fault model requires our attack to inject fault

-xactly one AES round at the /th round

Corruption of exactly one byte
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Key Inference Attack Fault Model
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Precision: How likely can we inject fault in exactly one AES round?

0.7

1 2 3 4 5 ©6 7 8
# of faulted AES rounds

More than 60% of the resulting faults are precise enough to corrupt exactly
one AES round
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Key Inference Attack Fault Model
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Transience: How likely can we corrupt exactly one byte!?
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Key Inference Attack: Results
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IV. Concluding
Remarks




Attack Appllcablllty to Other Platforms
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-nergy management mechanisms in the industry is trending towards
finer-grained and Increasingly heterogeneous designs

Cloud computing providers



Possible Defenses
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Hardware-Level

Operating limrits in hardware

Separate cross-boundary regulators

Microarchitectural Redundancy

Software-Level
Randomization

Code execution redundancy




CLKSCREW: Exposing the perils of security-oblivious
Energy Management
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New attack surface via energy management software interfaces

Not a hardware or software bug
Fundamental design flaw In energy management mechanisms

~uture energy management designs must take security into consideration
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